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Data Blocker

Insurers can adopt new technology tools to help them keep

by Gates Ouimette

operations several new internation-

al, federal and state regulations deal-
ing with privacy and security including
the Gramm-Leach-Bliley Financial Ser-
vices Modernization Act, the Health
Insurance Portability and Accountabili-
ty Act, the anti-money laundering USA
PATRIOT Act; and state legislated opt-
in/opt-out privacy mandates.

At the same time, insurers, along
with the rest of corporate America’s
chief executives, are increasingly being
held accountable for their companies’
activities, and its code of ethics, as
mandated by the investment commu-
nity and the Sarbanes-Oxley Act.

These new rules make it difficult
for insurers to determine their own
increased exposure to new risks. The
potential benefits are great for insur-
ers that proactively analyze their pri-
vacy and security systems, while those
that wait to react may experience neg-
ative financial, political and brand
repercussions.

The new rules are particularly com-
plex for multiline insurers doing busi-
ness in more than one state. For exam-
ple, they may find their obligation to
comply with Gramm-Leach-Bliley com-
plicated because it is enforced by state
insurance commissioners, who use
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their own state laws and regulations to
track compliance with the federal
rules. Fortunately, most states are fol-
lowing Gramm-Leach-Bliley recom-
mendations by the National Associa-
tion of Insurance Commissioners or
the National Conference of Insurance
Legislators, decreasing the risk that
insurers could have 51 different inter-
pretations. Regardless, as part of both
the health-care and financial services
industries, insurers receive potentially
twice the exposure in regards to priva-
cy compliance.

Complexity

The seemingly polar requirements
of maintaining an individual’s privacy
with the corporate need for ready
access to personal information for a
multitude of business reasons were
highlighted during a recent panel dis-
cussion moderated by the Massachu-
setts Electronic Commerce Associa-
tion. Using a case study, the panel
discussed a scenario in how financial-
services aggregation can collide with
identity theft. The case was compiled
from actual incidents and known vul-
nerabilities that illustrated the interde-
pendency between privacy and securi-
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ty, and the points throughout the
extended enterprise at which they can
conflict or complement each other.

Understanding the combined priva-
cy impact of Gramm-Leach-Bliley and
HIPAA allows an insurer to begin to
plan and manage the need for
client/employee data privacy vs. the
need to readily access that data for
multiple purposes. While the complex-
ity of privacy regulations affects the
insurance industry more than other
industries, insurers have always had
privacy data to use, manage and safe-
guard so many are ahead of the curve.
But with the government now more
involved, insurers do themselves a dis-
service by underestimating the poten-
tial impact of privacy violations to
their own firms.

Risk Analysis

To guard against such privacy viola-
tions, insurers should begin risk analysis
with a gap analysis, a study of the differ-
ences between two different informa-
tion systems or applications, often in
order to determine how to get from
one state to a new state. An insurer
must undergo a traditional gap analysis
to examine what privacy data it has,
how it collects it, manages it, uses it,
shares it and generally each privacy
data flow associated with its business,
be it an internal data flow, or an exter-
nal data flow. Once these dynamic data
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flows are captured and documented,
they will need to be updated and
reviewed, consistently, and constantly.
Ultimately, as with any good risk analy-
sis, an insurer’s senior management
must understand its risk options and,
using best projections, the costs of
absorbing or nullifying those risks. The
important qualifier here is that privacy
data risk analysis and management
must become ingrained in an insurer’s
standard business operating proce-
dures. The risk of not doing so, for any
insurer, is becoming too great.

Technology’s Role

The role of technology in helping
an insurer best analyze and manage
risk is evolving to encompass some of
the newest technology, identity man-
agement. However, before even consid-
ering how to incorporate any new
technology, the basic prerequisite for
effective, efficient privacy management
must be a robust security foundation.

The concept of the security
fortress is no longer valid; there is a
high level of certainty that an insurer
will have security breaches. Privacy
data is simply one type of data that
must be protected during these
breaches. The key, therefore, becomes
how to minimize a breach, resolve the
breach and manage the company’s
response to that breach.

As insurers deal with the regulatory
reality that they must keep privacy
data secure, technology becomes a
tool to simplify what they have been
doing for years; capturing, using and
managing privacy data. By adopting
the right technologies that are focused
on a solid security foundation, insurers

can streamline their internal privacy
processes and procedures. By doing
so, insurers not only make themselves
more efficient, but they increase their
effectiveness in using their privacy
data. Examples of technology relevant
to an insurer’s privacy data manage-
ment function include the following:

Best practices-based security foun-
dation: In addition to using best-of-
breed point solutions such as firewalls,
network-based intrusion detection,
server-based intrusion detection, virus
protection and data backup, insurers
should analyze the merits of newer
applications of technology. These
include newer security policy defini-
tion/compliance tools and usage pat-
tern matching tools from companies
such as Harris. This also includes
extending the security reach of exist-
ing security products such as
NetScreen’s firewall/virtual private net-
works appliances into the core of your
internal computer network. This
approach then enhances your overall
security/privacy foundation by provid-
ing internal network encryption, an
opportunity to apply differing security
policies to different security zones,
and secure segmentation—the ability
to limit a security breach to a smaller
portion of a network.

Monitoring and management tools
and services: A recent Gartner Group
review on the state of data security
focused on the fact that most corpora-
tions, and insurers, have numerous
security tools in place. However, cor-
porations lack a disciplined process
for testing, certifying, installing and
monitoring/managing updates to that
distributed technology, down to the
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hat is it? The way businesses should be admin-
istering user identity on a network using strict
security standards to ensure privacy while
making the information accessible to internal and exter-

nal entities.

Why does it exist? So consumers feel safe using the
Internet to buy items or services such as life insurance poli-
cies without worrying about intruders stealing their identi-
ty, credit card numbers or obtaining personal information.

desktop/hub/router/switch/firewall/
VPN level. For example, while Micro-
soft software is known for requiring
security update patches, how many
corporations leave the installed soft-
ware alone once it’s working? The con-
cept of providing automatic updates to
any installed Microsoft product seems
to make sense, but how realistic is it to
believe that allowing this without a
“pre-update certification” process will
not cause any application conflicts?
Beyond the risk of application con-
flicts, there has been recent discussion
that implementation of Gramm-Leach-
Bliley may come into conflict with
Microsoft’s auto-update function. This
discussion has been based on
Microsoft terms and conditions requit-
ing certain personal information to
allow the update on an individual PC.

Microsoft is not unique in requiring
security updates to its installed prod-
uct; there have been recent security
breaches in hardware products as
well. Virus protection itself mandates
continuous monitoring and updating.

The use of monitoring and manage-
ment tools, or services, should be
mandatory, in certain instances. For
example, the National Credit Union
Association requires firewall monitor-
ing. As an industry based upon risk
management, it only makes sense that
insurers explore similar requirements
for their internal systems.

Identity management: As a superset
of enterprise privacy management soft-
ware tools such as Zero Knowledge’s
Enterprise Privacy Manager and the
broader category of role-based access
control, identity management encom-
passes a multitude of approaches, tools

‘Why is it important to insurers? The industry is dealing
with compliance with several government regulations
including the Gramm-Leach-Bliley Financial Services Mod-
ernization Act, the Health Insurance Portability and

Accountability Act, the anti-money laundering USA

PATRIOT Act; and state legislated opt-in/opt-out privacy
mandates. These regulations place insurers in the position
of walking a tightrope of maintaining privacy while being
asked to maintain and use personal data.
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and vendors. Summarized in a June 2002
abstract of Esther Dyson’s Release 1.0,
identity management is “the notion of
users with individual privileges and pro-
files” Based upon a “technical infrastruc-
ture of identity management—directo-
ries and authentication—and the
primary functions they support: autho-
rization/access/security, and credentials,’
the promise of identity management is
when privacy data is given “electronic
context” Privacy data, as a data portion
of identity management, theoretically
becomes both more secure—because
there is no paper trail—and more func-
tional for a user of that data.

A basic example of identity man-
agement is P3P, the Platform for Priva-
cy Preferences Project that was devel-
oped by the World Wide Web
Consortium. P3P is described on the
Web site (bitp.//www.w3.org/P3P) as
“emerging as an industry standard
providing a simple, automated way for
users to gain more control over the
use of personal information on Web
sites they visit. At its most basic level,
P3P is a standardized set of multiple-
choice questions, covering all the
major aspects of a Web site’s privacy
policies.Taken together, they present a
clear snapshot of how a site handles
personal information about its users.
P3P-enabled Web sites make this infor-
mation available in a standard,
machine-readable format. P3P-enabled
browsers can read this snapshot auto-
matically and compare it to the con-
sumer’s own set of privacy prefer-
ences. P3P enhances user control by
putting privacy policies where users
can find them, in a form users can

understand, and, most importantly,
enables users to act on what they see”

Identity management is being court-
ed aggressively by most major software
vendors and numerous smaller firms
such as Oblix and Netegrity. It’s an area
of potentially huge growth and there
should be plenty of alternatives for
insurers to investigate.

Business continuity planning and
management tools: In its simplest rela-
tion to privacy, business continuity
planning is a predefined set of best
practices for managing and imple-
menting a response to an external
event. Since a privacy breach has some
of the characteristics and ramifications
of a potential disaster, having a tested
methodology for mitigating its impact
and managing a response will help any
insurer respond to, and recover from, a
privacy issue. A managed response, in
this context, includes legal and public
relations-related activities as well as
technology-related activities. Tools
such as the anticipated release of Miti-
gator v5.0 from Evergreen Data pro-
vide a self-diagnosis capability that can
incorporate security/privacy risk
options and costs.

While technology continues to
evolve and lend itself to new applica-
tions—in this case privacy data man-
agement—the underlying require-
ment to the most effective use of
technology for privacy protection is
to have a solid, flexible, manageable
security foundation. Supporting the
foundation should be a proven
approach to integrating existing tech-
nology “best practices” in the moni-
toring, management and business
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continuity planning disciplines. Doing
so will decrease the potential for priva-
cy issues while at the same time mini-
mizing their impact.

Implementation Strategy

While the privacy landscape is large,
insurers could benefit from making the
security and management of privacy
data a priority and, in so doing, making
it an integral part of the corporate cul-
ture by taking the following actions:

¢ Undertake some form of gap
analysis of legislation dealing with pri-
vacy data.

¢ Monitor the legislation and audit
the impact of its dynamic evolution on
the information flows of your business.

¢ Integrate existing internal tech-
nology investments such as security,
firewall/VPN appliances, customer
relationship management/customer
information management and moni-
toring/management into the objec-
tive of maintaining the privacy of pri-
vacy data. Consider integrating, in
some aspect, your internal security,
privacy and compliance business and
technology functions with your busi-
ness continuity policies, processes
and procedures. These steps can
potentially shift what could be purely
a cost function to a possibly prof-
itable investment.

Since privacy data is really an
insurer’s corporate jewels, continue
to explore and consider investing in
more futuristic initiatives outside of
your enterprise. An example of such
as initiative is MIT’s Actuarinet
(bittp.//actuarinet.mit.edu/actuarin
et/brochure.pdf).
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